CLEVERHR

1. Introduction and General Terms

This Privacy Policy explains what we do with your personal data, whetherwe are in the process of helpingyoufinda
job, continuing our relationship with you once we have found youarole, providing you with aservice, receivinga
service fromyou, using your data to ask for your assistance in relation to one of our candidate, or you are visiting our
website. It describes how we collect, use and process your personal data, and how, in doing so, we comply with our
legal obligationstoyou. Your privacy is importantto us, and we are committed to protecting and safeguarding your
data privacy rights. This Privacy Policy applies to the personal data of our Website users, Candidates, clients, suppli-
ersand other people whom we may contact.

Please read the following carefully to understand our views and practices regarding your personal dataand how we
will treatit.

2. Who are we?

CleverCareersT/as CleverHRis a recruitment agency specialising in financial services and wealth management and
have employees who have been working with businesses and recruiting for many years.

Our Online Services

Our website; clever-hr.uk, is runinternally by staff at Clever HR and occasionally we will enlist the help of an external
Drupal developer. For more information, pleasegetin contact.

3. Who controls your personal data?

The Data Controlleris Clever Careers Limited (Clever HR) a company registered in the UK: Company Number:
09192512

Address: Office Suite 3C, Bowling Hill Business Park, Chipping Sodbury, Bristol, BS376JL

The Data Controller’s data protection representative is the Director

You can contact them at hello@clever-hr.uk

You can call themon 01179 3790818

CleverCareers Limitedis registered as a Data Controller with the Information Commissioner’s Office Certifi-
cate Number:1C0:00010196162

4. What kind of personal data do we collect?

CANDIDATE DATA: In orderto provide the best possible employment opportunities that are tailored to you, we need
to process certaininformation aboutyou. We only ask for details that will genuinely help usto helpyou:

Name

Date of Birth
Contact Details
Address of residency
Education Details
Employment History
Emergency Contacts
Immigration Status

Financial Information (Where we need to carry out financial background checks)
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e Andwhere appropriate andinaccordance with local laws and requirements:
Health

Diversity Information

Details of Criminal Convictions

Bank details

Passport

0O O O O O

CLIENT DATA: We needto collectand use information aboutyou, orindividuals at your organisation, in the course of
providingyouservices such as: (i) finding candidates who are the right fit for you or your organisation.
The data we collectabout Clientsisactually very limited. We generallyonly needto have:

e Name
e Contact Details
e JobRole

We may also hold extrainformation that someone in your organisation has chosen to tell us.

SUPPLIER DATA: We need a small amount of information from our Suppliers to ensure that things run smoothly. We
need contact details of relevantindividuals at your organisation so that we can communicate with you. We also need
otherinformation such as your bank details so that we can pay forthe services you provide (if thisis part of the con-
tractual arrangements between us).

WEBSITE USERS: We collect a limited amount of datafrom our Website Users which we use to help usto improve
your experience when using our website and to help us manage the services we provide. Thisincludes information
such as how you use our website, the frequency with which you access our website, and the times that our website
ismost popular.

5. How do we collect personal data?

CANDIDATE DATA: There are two main ways in which we collect your personal data:
1. Directly fromyou (e.g.a CV, application or registration form);
2. From third parties (please note that thislistis not exhaustive):

e Aclient
e Othercandidates
Online jobsites
e Marketing databases
e The publicdomain
e Social Mediasuch as LinkedIn
e Atinterview
e Conversationsonthe telephone
e Notesfollowingaconversation or meeting
e Our websites and software applications

Where you are a Candidate and we have obtained your personal datafrom a third party such as an online job board,
itisour policy toadvise you of the source when we first communicate with you.

CLIENT DATA: There are two main ways in which we collect your personal data: 1 Directly fromyou; and
2 Fromthird parties (e.g. our Candidates)and otherlimited sources (e.g. online and offline media).

SUPPLIER DATA: We collect your personal data during the course of our work with you.
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WEBSITE USER: We may also collectinformation automatically about your usage of our website using cookies and
othertechnology (forfull details of what we use see the section below on “Cookies”). To that effect, we use your IP
address (aseries of numbers thatidentifiesacomputeron the internet) to collect, among otherthings, internet traf-
ficdata and data regarding your browsertype and computer. If you do not want to receive cookies, you may reject
them by using your browser settings (for help with how to do this see the section below on “Cookies”).

6. How do we use your personal data?

CANDIDATE DATA: The mainreason forusingyour personal detailsis to help you find employment or other work
roles that might be suitable foryou. The more information we have about you, yourskillset and your ambitions, the
more bespoke we can make our service. The processing of your personal information may include:
e Collectingandstoringyourpersonal data
e Notifyingyou of potentialroles or opportunities
e Assessingandreviewingyoursuitability forjobroles
e Introducingand/orsupplyingyouto actual or potential Clients
e Engagingyouforarole withus or with our Clients, including any related administration e.g. timesheets and
payroll
e Sendinginformation tothird parties with whom we have orintendto enterinto arrangements which are re-
lated to our Recruitment Services
e Providinginformation toregulatory authorities or statutory bodies, and ourlegal or other professional advis-
ersincludinginsurers
e Retainingarecord of our dealings
e Establishing quality, trainingand compliance with our obligations and best practice for the purposes of back-
ing up information on our computersystems

CLIENT DATA: The main reason for usinginformation about Clients is to ensure that the contractual arrangements
between us can properly be implemented so that the relationship can run smoothly. This may involve: (i) identifying
candidates who we think will be the right fit foryou or your organisation

SUPPLIER DATA: The main reasonsfor usingyour personal dataare to ensure that the contractual arrangements be-
tween us can properly be implemented so that the relationship can run smoothly, and to comply with legal require-

ments.

WEBSITE USER: Information gathered through cookies and similartechnologies are used to measure and analyse
information on visits to our websites, to tailorthe websites to make them betterforvisitors and to improve technical
performance. We will not use the datato identify you personally orto make any decisions about you.

7.Who do we share your personal data with?

CANDIDATE DATA: Primarily we will share yourinformation with prospective employers toincrease your chances of
securingthe jobyouwant.

CLIENT DATA: We will share yourdata: (i) primarily to ensure that we provide you with asuitable pool of Candidates.
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8. How do we safeguard your personal data?

Some of the information you provide to us will be held on our computersinthe UK and will only be accessed by or
given to our staff workingin the UK. Some of the information you provideto us may be transferre d to, stored and
processed by third party organisations which process dataforus and on our behalf. These third parties may be based
(or store or processinformation)inthe UK or elsewhere including outside of the EEA. We care about protecting
your information. That's why we putin place appropriate measures thatare designed to prevent unauthorised ac-
cessto, and misuse of, your personal data. We will take all steps reasonably necessary to ensure thatyourdata is
treated securely andinaccordance with this privacy policy.

9. How long do we keep your personal data for?

If we have not had meaningful contact with you (or, where appropriate, the company you are working for or with)
for a period of two years, we will Delete your personal datafrom our systems unless we believe in good faith that
the law or otherregulation requires usto preserve it (forexample, because of our obligations to tax authorities).

10. Information security

Clever Careers Limited hasin place administrative,technical and physical measures on our website and internally
designedto guard againstand minimisethe risk of loss, misuse, unauthorised access or disclosure, alteration, orde-
struction. Only employees who need the information to perform aspecificjob are granted access to your infor-
mation. Where we transferinformation to third parties to enable themto process it on our behalf, we ensure that
the providers meet orexceedthe relevantlegal or regulatory requirements fortransferring datato themand keep-
ingit secure. We will also ensure that where information is transferred to a country or international organisation
outside of the UK/EEA, we will comply with the relevant legal rules governing such transfers.

Clever Careers Limited employees are permitted toadd, amend or delete personal datafrom Clever Careers Limited
database(s) (paperbasedand/orelectronically). All employees should ensure that adequate security measures are in
place.

For example:
e Computerscreensshouldbe locked when stepping away from desks.
e CleverCareersLimited’s clear desk policy should be adhered to.
e Passwordsonly disclosed to relevant staff members when required.
e Email should be used with care ensuring datasent goesto the intendedrecipient.
e Personnelfilesand other personal datashould be storedin a place in which any unauthorised attempts to
access them will be noticed.
e Personal datashould be disposed of appropriately —stored safely and then shredded or destroyed.

It should be remembered thatthe incorrect processing of personal datae.g. sendinganindividual's details to the
wrong person, allowing unauthorised persons access to personal data, or sendinginformation out for purposes for
whichthe individualdid not give their consent, may give rise to a breach of contract and/ornegligence leadingtoa
claimagainst Clever Careers Limited fordamages from an employee, work-seeker or client contact. A failure to ob-
serve the contents of this policy will be treated as adisciplinary offence.

11. How can you access, amend or take back the personal data that you have given to us?

You have certainrightsin relation to your personal information.
You have the rightto request that we:
e Provide youwith acopy of your personal information that we hold
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e Update your personal information whereitis out-of-dateorincorrect

¢ Delete personal information that we hold

e Restrictthe way in which we processyourinformation

e Consideranyvalid objectionsto our processing of your personal information

e Withdraw yourconsentat any time

e Provideinformationyou have given usto a third-party provider of services (where ourlawfulbasis for pro-
cessingis consentand where processingis automated)

Please note that should you exerciseyourrightto request that we erase data or cease any processingactivity, we
may retain a record of thisrequest and the action taken to both evidence our compliance, and to take steps to mini-
mise the prospect of any data being processed in the future should it be received again from a third-party source.

If you have any questions concerning yourrights or should you wish to exercise any of these rights, please contact:
hello@clever-hr.uk

We require you to prove youridentity with 2 pieces of approvedidentification if you request a copy of the personal
data Clever Careers holds onyou. If yourrequestis manifestly unfounded, excessive or repetitive then areasonable
fee of £10 could be charged for administrative costs.

Anyrequests of information should be sentto hello@clever-hr.uk. Any requests will be responded to within one
month of receiving the requestand when requesting paperorelectronicoptions are available.
We will need two copies of forms of identification, which can be:

e Passport

e Drivinglicence

e Birthcertificate

e Utility bill (fromlast 3 months)

e Currentvehicle registration document

e Bank statement(fromlast 3 months)

e Rentbook(fromlast 3 months).

12. Can | find out what personal information Clever HR holds about me?

Under the General Data Protection Regulations 2018 you have the right to request a copy of the personal
information that Clever HR holds foryou and to have anyinaccuracies corrected. (We require you to prove your
identity with 2 pieces of approved identification). If your requestis manifestly unfounded, excessive or repetitive
thenareasonable fee of £10 could be charged for administrative costs.

Any requests of information should be sentto hello@clever-hr.uk. Any requests will be responded to within one
month of receiving the requestand when requesting paperorelectronicoptions are available.

We will need two copies of forms of identification, which can be:
e Passport
e Drivinglicence
e Birthcertificate
e Utility bill (from last 3months)
e Currentvehicle registration document
e Bank statement(fromlast 3 months)
e Rentbook(fromlast 3 months).
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13. Changes to Privacy and Cookies Policy

We may make changes to this policy from time to time as our business and internal practices and/orapplicablelaws
change. We will not make any use of your personal information thatisinconsistent with the original purpose(s) for
whichitwas collected or obtained (if we intend to do so, we will notify you in advance wherever possible) or other-
wise thanis permitted by applicablelaw.

14. Web Browser Cookies

What is a cookie?

A cookieis a piece of data which is downloaded onto your computerand can be read by a simple textfile. Itincludes
a unique identifierthatis setto yourcomputer, tablet or mobile phone’s web browser. Every website will have their
own cookie as itallows the website to track online trafficflow. If you continue without changing your settings, we’ll
assume thatyou are happyto receive all cookies on our website.

How do we use cookies?
Information supplied by cookies can help us to understand the profile of ourvisitors and help to tailor content so
thatitis relevantforourvisitors.

Third party cookiesin embedded contenton Clever HR pages

We often embed content from social mediaand otherthird-party websites when relevant. These may include
Eventbrite, Vimeo, Facebook, Twitter, Instagram, LinkedIn, as well as others. As aresult, whenyou visita page
containing such content, you may be presented with cookies from these websites and these third part cookies may
track your use on our website. Clever HR does not control these cookies and we encourage you to check the third
party’s website for more information. If you continue without changing your settings, we’ll assume thatyou are
happy to receive all cookies from our website.

Where we embed content from social media and other third-party websites, some websites may use Google
Analytics to collect dataabout userbehaviourfortheirown purposes. Clever HR does not control this. For more
information, see the Googlewebpage “How Google uses data when you use our partners’ sites or apps”.

How to reject cookies
Itisimportantto note that if you change your settings to block certain cookies, you will still be able to use our
website to the full of its ability.

15. How to contact us

If you would like to getintouch to discuss this policy, how we use your personal information, to exercise yourrights
or to provide feedback or make acomplaintabout use of your information, please contact us as follows:

CleverHR

Office Suite 3C,

Bowling Hill Business Park,

Chipping Sodbury,

Bristol,

BS37 6IL

Email: hello@clever-hr.uk

Tel:01173 790818
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You can also contact the Information Commissioner’s Office via https://ico.org.uk/ forinformation, advice orto
make a complaint.
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